Search BEFORE You Forward
by Joanne Jackson

 

All of us receive lots of email, some of which asks us to forward it to others to make them aware of a certain issue or problem. But, not all of these messages are valid, and some may even harm your computer or your wallet! How can you know which ones are worth believing and forwarding? Below is a website you can use to check out Hoaxes and Urban Legends;  Viruses, Trojan Horses, Spyware, Malware; Scams, Fraud, and Phishing. 

 

First, a few less familiar terms you may not know: 

 

Malware is malicious code, e.g., viruses, worms, bots ...).  

 

A "chat robot," or "bot," is software that can interact with users through chat mechanisms, whether in IM (Instant Messages) or chat rooms. In some cases, users may be fooled into thinking the responses they are receiving are from another person. 

 

Phishing and Pharming - Phishing attacks try to steal consumers' personal identity data and financial account credentials. Some schemes use 'spoofed' e-mails to lead consumers to counterfeit websites designed to trick recipients into divulging financial data such as credit card numbers, account usernames, passwords and social security numbers. Other schemes plant crimeware onto PCs to steal credentials directly, often using Trojan keylogger spyware.  Pharming crimeware misdirects users to fraudulent sites or proxy servers, typically through DNS hijacking or poisoning.


DNS - Domain Name System (or Service or Server), an  Internet service that translates domain names into IP addresses).

 

Domain Name - A name that identifies one or more IP addresses.  For example, the domain name microsoft.com represents about a dozen IP addresses.  Domain names are used in URLs to identify particular Web pages.

 

IP - Internet Protocol specifies the addressing scheme for a specific user. 

 

URL - Uniform Resource Locator is the website address. 

 

Enuf technical stuff-- by the way, www.webopedia.com  is a very complete online dictionary and search engine for computer and Internet technology definitions.

 

Now, let's get onto the most comprehensive website I have found for checking all types of suspicious email: http://purportal.com, which is a subsite of the Urban Legends website: http://urbanlegends.about.com. Purportal has the more complete URL: http://urbanlegends.about.com/gi/dynamic/offsite.htm?site=http://www.purportal.com. However,  you can get to it thru either the first URL mentioned above or the last portion of the longer one. 

 

This Purportal website has a slogan "The bunk stops here."  It has been debunking bunk since 2001. You can use its search boxes to investigate suspicious email messages or web pages. Just enter a few key words into one of the boxes for other well-known debunking websites and click "search." These include Snopes Urban Legends Archives, About.com Urban Legends and CIAC (Computer Incident Advisory Capability -- for U.S. Department of Energy) Hoax Database for Hoaxes and Urban Legends; CERT (Computer Emergency Readiness Team) Computer Security Database and Symantec for Viruses, Trojan horses, Spyware, Malware; Fraud Watch International and Anti-Phishing Working Group for Scams, Fraud, and Phishing.    

 

CIAC has been providing the U.S. Department of Energy with incident response, reporting, and tracking, along with other computer security support since 1989.  

 

The U.S. Computer Emergency Readiness Team (US-CERT) is a partnership between the Department of Homeland Security and the public and private sectors. Established in 2003 to protect the nation's Internet infrastructure, US-CERT coordinates defense against and responses to cyber attacks across the nation.  

Other excellent web sites to stop junk email chain letters and misinformation are www.breakthechain.org.  and www.scambusters.org.  

As you can see, there are lots of websites to check whether an email you receive that asks you to "forward to everyone you know" is a legitimate one. So, PLEASE Search BEFORE You Forward. 
